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4.1 #E& TAE

XenMobile {EHE I8 4EMT BUiR EZLK) R R R, T3 A0 AR B A AR S R o T TR A
— L B 1P A A4 (E R

AR A& E R B BT RE TR E
TFEF P IERAE Ak (FQDND , £ XenMobile XMS 4 FQDN Kz ¥ [«

4. XenMobile R4 24§ I[t) FQDN, LI (g |Server FRDN —ixms.citrixlab.com

A . NetScaler M%< 443, 8443
44 443,8443, IR 5 AG L= IP, R FODN Cfiif{i

444,8443) Fl AG) AG 4H FQDN &Il

I AG W Ad B ) FQDN K 1 (54 443) mam.citrixlab.com
443

NIEAE R s SEAA H 1P sk B, T MRS, M | XenMobile 192.168.10.x

SFHuhl, DNS, IP it NetScaler Mask:255.255.255.0
GW:192.168.10.1
DNS: 10.151

XenMobile ] IP Mk, XenMobile XMS IP:

M55 XenMobile FRE—ANSEBIRE —N 1P b 192.168.10.156

hk.

WRECE AR, B EICTETA T A P sk,
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SNIP:XF P B J5 U7 i) 4 F # 1P SNIP:

VIP: £U4% LB VIP Al AG VIP F£43 5N HA L — AN A 192.168.10.146
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B4 —8. LBVIP: (A#175)
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4.1.1 XenMobile MDM+MAM+NS 1% %8 41 44 K]

TR DR B s o R D IR I AR AN K 3 XNC, R LU

]

| 5223

External Network

W & 28

APNS

DMZ

4443 (MGMT)

Internal Network

<
FYNVVINY | icense Server

443/8443 |

| 2195/2196

443 |

443 389/636/3268

N

NetScaler
Gateway

i

[T 1111
Firewall

i

[T 111
Firewall

4. 1.2 5EHEu L F|H#

389/636/3268 >

Active Directory

SharePoint

25/443 M~ Exchnge
(SMTP)
QL

Certificate
Authori

[ha33

w

5]
w
v
o
=
w

[| 123

=
v

| 443
| 443

v

R P IR IO R %, AR S 25 00 U5 2 7 FR R 88 U s P O

TCP Port

Description

Source

Destination

Worx Home connecting to Access Gateway Access Gateway

only

443 SSL OTA Enrollment/Agent Setup (Android & | Internet XMS Server
Windows Mobile), All Device related traffic and
data connections (i0S, Android & Windows
Mobile) , XMDM Web Console

8443 Over-the-Air (OTA) Enrollment for iOS Devices | Internet XMS Server

Ports (Example:

389 or 636 LDAP/LDAPS connection from the AG NSIP to | DMZ Active Directory
Active Directory

53 DNS connection from the AG SNIP to the DNS | DMZ DNS Server
Server

123 NTP connection from the AG SNIP to the NTP | DMZ NTP Server
Server

443 HTTPS connection from the AG SNIP to XMS DMZ XMS

80 HTTP connection from the AG SNIP to XMS DMz XMS

443 HTTPS connection from the AG SNIP to the | DMZ Exchange
Exchange Server

Other HTTP/HTTPS connections from the AG SNIP to | DMZ Other Resources

Resources Other Internal Resources
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Intranet,
Expense
etc.)

App

Outbound from Access Gateway (DMZ) to the Internet (If Restricted)

SaaS App Ports | HTTP/HTTPS connections from the AG SNIP to | DMZ Internet
SaaS Apps

Inbound from XMS (DMZ) to Internal Network (If Firewall Exists)

389 or 636 LDAP/LDAPS connection from the XMS to Active | DMZ Active Directory
Directory

53 DNS connection from the XMS to the DNS Server DMZ DNS Server

123 NTP connection from the XMS to the NTP Server DMZ NTP Server

Web App Ports | HTTP/HTTPS connections from the XMS to Web | DMZ Web Apps
Apps

1433 Remote database server connection to separate | XMDM SQL Server
SQL Server (if not using built-in DB) Server

25 Connector for SMTP notifications XMDM SMTP Server

Server

Outbound from XMS (DMZ) to Internet

SaaS App Ports | HTTP/HTTPS connections from the XMS to SaaS | Internal Internet
Apps Network

80 iTunes App Store connectivity for App importation | XMDM LDAP / AD

Server Directory Services

443 Connector for SMS notifications XMDM DNS Server

Server

2195 Apple APNS (Push Notification Service) outbound | XMDM Internet (Apple APNS
connection to Server Service Hosts  on
gateway.push.apple.com, used for iOS device public IP  network
notifications & device policy push 17.0.0.0/8)

2196 Apple APNS (Push Notification Service) outbound | XMDM Internet (Apple APNS
connection to feedback.push.apple.com, Server Service Hosts on
used for iOS device notifications & device policy public IP  network
push 17.0.0.0/8)

Outbound from the Wi-Fi network to Internet

5223 Apple APNS (Push Notification Service) outbound | iOS  device | Internet (Apple APNS
connection for iOS devices connected via Wi-Fi | on Wi-Fi | Service Hosts  on
network to *.push.apple.com network public IP network

service 17.0.0.0/8)

4.1.3 XenMobile 5 XenDesktop & i 224 &
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BB BE
1. | TR &ALEEM Cenroll) %] XenMobile I, XenMobile 7%l HEEMEEZR Apple
FIE M, FITLiE 55 2 & XenMobile K2 FUALEE S Ui 1] ELICH .
2. | fTJF XenCenter f XenMobile 10.1 IR XN, FrESHEIN. 2vCPU, 4G W17,
50G fiifit 7 1|
3. | 181 Console #1T XenMobile FC &, fiA IP Hihib. 7M. M5C L& DNS SEHA(E S .
IP addres=s [1: 192.168.10.156
Netmask [1: £55.255.255.0
Default gateway [1: 192.168.10.254
Primary DNS server [1: 192.168.10.151
Secondary DNS server (optional) [1:
4. | FAN—AS 12 AR AT RO I .
Pleaze enter a passphrase to secure the szerver data:
Pleaze enter a passphrase to secure the szerver data:
Re—-enter passphrase:
5. | X TRATREEM FIPS, iFikn, WREITTAR, 7FEHIT FIPS brd, 1HEFE Y.
PP, T AR s PoC, %45 ro WIRZES Cluster Thig, 24N r JEHR X
N ] SQL Server 45 2% .
Enable (ysm) [nl: n
Local or remote (lsr) [rl: 1
6. |HANTHLH4. HERE, MR N R AFR D AU bk A B A W B A FR, B AR A

WorxHome v3: it i S A gtk o

Hostname [1: xms.citrixlab.comn

Commit settings (ysm) [yl:
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BB BE
7o |l I, IEFES T EREEEGA, BN TS B BN A W A AT IR
HTTP [B0]1: BO
HTTPS with certificate authentication [4431: 443
HTTPS with no certificate authentication [84431: 8443
HTTPS for management [44431: 4443
Commit =ettings (ysm) [yl: y
Applying port listemer configuratiom...
8. I instance name,
Instance name [zdml: zdm
Commit settings (ysn) [yl: y
9. | BaAN—"MHFEN password SKORFF PKIEFBHIAIINE . MEE R
Do you want to wuse the same password for all the certificates of the PKI [yl:
New password:
Re-enter new password:
Commit settings (ysm) [yl: y
Generating SAML signing certificate...
Generating server and client certificates...
10. | B OAWIEEE B LK S %D, BRIANK 50 administrator
Username [administratorl: administrator
Password:
Re-enter new password:
Commit =settings (y-m) [yl: y
reating console administrator...
pplying firewall =zettings ...
riting iptables configuration...
Restarting iptables...

%11 W
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BB BE
11 | WRAREWATIY, & n

Upgrade from previous release (y-sn) [nl: n

12. | SEREFE)E, sidi##il, XenMobile R4 HENE MG 2R, XKL RER EI Ly

b A B TR
13. | &% AD/DNS R4 %%, #1— host ids% 192.168.10.156; xms.citrixlab.com
% ms | i [E=] | g T |
Bl § CTHAD ] G EER AR EHTAAE (504 [9], ctxad citrizlab.... F&75
B ] EaEEt '—l (S5 ERED EHRAREEE (S) ctxad citrixlab local. i 53
£l _msdes. citrinlab. 1 [ S nan 40, (a0 192, 165, 10. 149 =5
citrizlab. com Snext EZIINOY] 192. 168. 10. 148 Bs
| ritrixlsh loc Hwan EXIRN) 192, 165. 10. 147 s
B [ ReEiE % Hun 40w 192. 168, 10. 155 feE
= 10,168,192, in-addr. p— 165, 10, 156
| FiFERE
eEEE

12 W
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4.3 XenMobile ZE£AE

PR B

1.

FI 0 Ya 4% U7 1] XenMobile & #1%H &, https://192.168.10.156:4443

XenMobile

23]

o

| BN AN B B KT R RS, KT AR RE AR AL B B

A A F B N TE ST, W A S &R G s Vg ) R A e, i R 90 R 48 B R 9
XenMobile £ [ & W .

XenMobile

Get started with XenMobile by configuring your licenses and
certificates. You can also configure NetScaler Gateway, LDAP, and
notification servers now if you choose.
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el

3| FEVFR] MCE S, Mo B IPE AT AR 55 A5 BlE SN L H lic

XenMobile Bl 7 — N3 30 RRGFHEYFONE. MFREURERA Citoc YFENRE , SRR TECS. EA9 Civix FFEER] LAESESI , b LUEERFEFaNERSH L.

- £

s ] TRFARE ©
faindi 192.168.10.152
war | 2
FEnEER =-1] FraRIESE (S E Sl AR E v
Citrix XenMabile Enterprise Edition|FHF v 29 3 Eval 20-MAY-2016
FHESR1-1 , #14mE
. PRI -y >, ~ == — e N
4.| XenMobile %2 BN A ML MET . FUTEEF3) T ALK APNS IF 1.
BE - S
151
HATERTETI R L EFE7 XenMobile A BEIRIIFTREISENT SSL A APNs IEBFHBIEH. EEFS5 XenMobile , FERELYEBEREEFHaNmSTEO.
&, [
BA =0
B s R aREE BRAEsRE Esil #hiA v
XMS.example.com Self Signed/Generated 2015-08-01 2025-07-29 SAML v
xms.citrixlab.com Self Signed/Generated 2015-08-01 2024-06-24 SSL {HEE v
cacerts.pem Self Signed/Generated 2015-08-01 2035-07-30 B CA
N N
S| FEUE BT At N,
N Pras
Tk B
e
WY PERAL: PKCS#12
FIfE: APNs
3 > 3
YIS UL S
LR, PH I H iR B R L ES e i
TA i o
WA P PRCS#2 -
i APy -
Wl SH EBC APNS 2016 PassAT, n
wEE ERRERE R
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6. | HfR T AT, APNs IEH B4

7. | 258 2 REE A 24356408 FH I Windows CA FiiAs, S AH ROOT CA FP3cfE, JHEEsE
XD/IXA SR, A SSLAAIE, J7 8 EAS R

Gitrixlab-CTXAD-CA 2014-07-08 2019-07-08 S

8.| I & NetScaler Gateway

A8 URL:  https://mam.citrixlab.com
B AR

R A IR, FF

EINIRAY MNetScalar Gatenway
- -
s
v 8
OELy o
wivzean 0
e T

9.| ¥ N LDAP

H3£2M.  Microsoft Active Directory
FMR%: 192.168.10.151

uH: 389

W4 citrixlab.local

FH &5 DN:  de=citrixlab,dc=local
ZH 34l DN:  dc=citrixlab,dc=local
A ID: ctxadmin@citrixlab.local

Hsay Micrasoft Active Directory -
RS 192,168.10.151
GBI E
sml]
& citrixfab. local
AR O de-citridiab, de=loca
HIEEE DN de=citrodab, de=loca
FF D ctxadman@citrodab. local

15 I
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BZ& CITRIX

10| k87 2

il RESIVEA LR

4 citrixlab.local

P 82485 sAMAccountName

e R RIS, B sAMAccoutName, SXAREF P8 SR AT DA% FH A A 44 4R
XN A OHIK S . W RN LI, 1EM#H userPrincialName, I 2 5t & BN A
o ID 58 % FQDN.

FF 0 cixadmin@citrodab.local
R citrixlab. Jocal

¥eriobile R V]

woeddobdo HEERTR
SIEES TCo WO 2268
SHEFHE T
[ PP R sAMAccountName "

11| Zt;,, XenMobile FFEAE B 52K T -

Congratulations

You have cormpleted the initial configuration of XenMohile.

Start Managing Apps and Devices

016 W
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#5E XenMobile E# ik E

T XenMobile iz T A% 14 AN, F7 LA SORY HUASIBRE S AL, BONBEAN By i
i AR [ 49«

5.1 ¥ Pin code KB
P’ BE
1. | fE4EAT Mobile Ti H H, F3hk &N RGESE KB E —A> pin code 1ERZEA M WIEE R,
FHREAH P IK 5205 . Bt DUE — AN SR IS 2 0 Pin codes
2. | Vjin] XenMobile ALE - > WA RS, EEBM, EFETH
TR NNFh RS
o -
- HE
PSSR RifEr @it e
BEMX
B JanhMobile Agent
3. | BINTRBE SR, AR .
TERE R Password Policy

17 W
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2 BEL

XTI, 1E AT,
e HNMREE,
NN E SR S

A RRSE

4. | LB SRR B RO, ABh RECE T i0S fA,  HAt AT AR ¥ 5] 5 B AT I
2 L
@ i0S
Android
Samsung KNOX
Android for Work
Windows Phone 8.1
Windows 8.1 Tablet
3 oE
5. | WEMATY, s 37T

wRETH

BITEER
RMRE

FRTEFERRIE T

REFH

FEH TR
BiTigEe
BEHERERA (T

RIS ERE R S (DT )

BTIEEHER0 - 730 F)

AR A B THSEE (0-50)

ENrgF R IR

RS

018 W
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6. | SEFHTEMS, Jf i A7
BT 5RHE

IEERSRISEA R EaERE ThosERs. LR FERNES | A ERLGE R R S s Ty

i3 SrebE | EBALUEE Q

AllUsers

5.2 FHIEAEHL
SB Bk
1. | 7E MDM TiH, BA0RHI. PHIE SN 28 2B . 70 LA E S AL 9] T

2. | WIS, PR
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3. | KRHIMBLA Gk

FEES

SRR RGP RS L ERAREETEE | Pl dEalblizS=eiReLUTREAEA

e
izt =
BEEEE %
wrE @ ) 0S50+
HEBERR 0S 6.0+

Siri

Siri REE e
4. | EWEOKNZ, HADSERE ARG 0L AT P
SiTEHBRER
YouTube ﬂ:}
iTunes Store ﬂ:]
MFEFEAEE m
FrEMEISEEMA iTunes BB 10550+
Safari ﬂ:}
BE#1tER
S STEEESE @
=R JavaScript
IR ER
5% Cookie B8 -

5. | Wil N, FFakGaRT.

20
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5.3 &4+ WorxMail

L2
1.

23

FHELILAR A EMM ] 7R, Citrix £ MAM ARSI R, JCHAE 2 S0 FEEAR T TR, Citrix H Al

AT DA AL R R . AGI 6 WorxMail £ Mk 2% 22 470 #4425 P i Ve A REAR . R

XenMobile F & 1)) 2 4= 50 .

A4 WorxMail £k 15 Exchange AH5G SIS 2 Ab,  HoAh i kg 3 M £E 56 B i

WA LASIL
2. | AhEE > N, sl AL WorxMail,
4 4 WorxMal
580
(=l drs - >
3. | XN WorxMail MDX S0, M SEEERIME B AT R,

WA iOS MUAZE SR, MDM =275 FL VI B 4%

O

uE Worxhia

PRLIE = Wetorxhiail for KOS v10,0.7. 131 (w0007,

IR
AR B
B S5 St aeRe

10 A

R 7 o REn , meparns {0

rurmirsmrene @510

21 W
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4. | FEH MDX k.

App passcode, &M &7 TEE Pin i gL

Online session required: & 75 D525 k¥

Block jailbroken or rooted: 25 VT #ESkEK rooted (114 %
Session i ] 5§

v MDX 388

5. | FEM MDX .

ST T BT MR E WIF
App A I 1] B s (8]
o 50 B n &

Metwork Reguirements

Require WiFi %

Require internal network =

Internal WiFi networks

Miscellaneous Access
App update grace period (hours) 168
Erase app data on lock * @
Active poll pericd {minutes) 60
Encryption
Enable encryption On 7

Database encryption exclusions

22 W
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6.

F 51 MDX & :

m ARV, &l
ST VARG
&7 fuVF Open In

App Interaction

Cut and copy

Faste

Document exchangs (Open In)

Connection security level

Inbound document exchangs (Open In)

App URL schemes

Restricted

Unrestricted

Restricted

tlsv10

Unrestricted

chamail: chdnternalmail:

o]

o]

o]

o]

7. | FE 1 MDX
TRV TG Sk A RS

App Restrictions

Block camera

Block Photo Library

Block mic record

Block dictation

Block location services

Block SMS compose

R - B RB -

23 W
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8. | EEM MDX Hg
FE BRI E & A fe e N, VPN il kA

Metwork Access

MNetwork access Unrestricted -

(=)

Certificate label

(=)

4
)

Prefarred VPN mods Secure browse

Permit VPN Mode Switching == (O]

9. | FEM MDX HE:

it & Exchange Server, [RiiINH R GEVIR4EE K Exchange RS #sHihl. (A6 %A
H IR RS 2%, Frlvs il i A Mk, R 2R BAEHE, @#UER%& S Exchange
] CAS Nk 55 75 Hidi)

T4

Backgroud network Servie. Backgroud Networks Service Gateway-

BLE i0OS i, XMAMEEA LI,

Bt & Andorid fiRASHT,
Backgroud network Servie: mail.citrix.com:443
Backgroud Networks Service Gateway: mam.citrixialb.com:443

App Ssttings

WorxMail Exchange Server https://mail citrix.com @

WorxMail user domain citrite @

Background network services @
Background services ticket expiration 168 @

{=a)

Background networl: service gateway

Export Contacts % @
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10. | 2&\ VS B

RBEZAAE SSLET?

PRl WAR kY

S 15 RRVFAE WIFL R R B2

REIFE IRM ThAE? (FEZH IRM 2%

Contact fields to export All -

Accept all SSL certificates m @

Control locked screen notifications Allow - @
Enable download attachments on WiFi = )
Information Rights Management = 6]

11. | F£EM MDX e

5 B HEIL TR . B sh ORAFHEIE A

Enable auto-save of emall drafts m @
€

Usage analytics

Push notifications = @

Push notifications region APAC 7

(=)

Push notifications customer 1D

(=)

SMIME certificate source Email -

(=)

Enable S/MIME during first Wordvail startup x @

25 I
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12, | G EALmAE (%), B iEEL,
HHHb(ETi%)
N AIE RS AR R RO R = Ars AR,
TEANTE BlIESTRE v
Eﬂ{n‘
istRA
bR Workflow Approval Request - o
b Ui 148 =
PEEE Active Directory o citrixlab.local - PEEREbF R
B FTEME RS Q =
13. | pECHT, FERBN AT
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5.4 f]# XenMobile R4

XenMobile J&—MMSZIINH R4, ARSI AR EBA R, AREFTNGAH RN R

P&
1.

£33

i) https://xms.citrixlab.com:4443 E#iEH G, RBITELE - > TfTH, EERINIFmMA L

K,

RTBER

BN TAREFLAR R TS ERERYHAER.

1o Sales Team|
Ll
2. | AEHT, EE MR, RKITFEMOMHSAE, AE P vkl # citrixlab\XenApp,
citrixlab\Shared Desktop 4L, 1R 35 SZBRAE LA I
EEAPE x
FEEEaSEREPNEFE. BEER TESREN AR, SRS ER T RRANBFES ISR NS
R citrixiab Jocal - EEEPE:
AP Q citrixlab.local
~ XenApp
citridab.locallUSE Deny Shared Deskiop
citrixiab.localXenApp
citridab locahShared Desktop
citrixiab localTerminal Server Computers (V]
a8 5
3. | EEFERTAIRSEN, B HT R B 5R LA pin code Sk IEFE .

e B A s, A MR AT,

el

e e S TE PRI,

S SR Q

v SRE
codeffRg

Password Policy

b=

27T W
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PE B

4. | MR

VN ARRB&EE MDM S, e BHEAE% 2%
RGN AR s AR N HIAR P it 22 A2 S FH 7k Hh 2 8l 225

RIFIERE

e AT T EPRIN T,

SharsFile - Tablet/Pad

‘WorxDeskiop

WonxSalesForceOne

HERFER

b=

5. | RAZE R MHEERTAEEE,

HME B3R R IR AT

e
BT TR,
)
=@
#9
I
wiEArE
AR
&R

EIFER B

Sales Team

citrixlab.local\Shared Desktop  citrixiab.local\XenApp

#HiE B

D
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#62 ALE NetScaler. StoreFront PA5ZRk XenMobile &%

6.1 % XenMobile JR558% FIFFH S A ZE NetScaler (FJik)

2 S (3

6. | T XenMobile “Z&Ehf <= H2E—5KIETS, FrLAN T IRIE NetSclaer 5 XenMobile #1325 1E:
fRAE, UK XenMobile H ZZHUE 3 AN ZE NetScaler L. [A B 8 i AN K47
XenMobile & B [ % i PC |

W1 XenMobile 7 5 HHE A WIE TS, WJEFHFHATEAE

7. | @i IE i) https://xms.citrixlab.com:4443 #HHAFFRES, PRk S I RN G

l\] R B EEE®

IR HE s I A 2 SR B s A .
g i AR B T R R e RS 5 S .
BN SRR |, FFELR TR S SR R

@ s E A iER.,

B S I P T ),

@ FHEER

8. |#£IE Etﬁaﬁmﬂi%%mae, i EREAEIED
- || e

b4

? '\3' FEEEERED

Lt EE IR TR AR
m%ﬂlﬁnﬁ%g oE

&tlﬂﬁgﬁﬂg Ehl‘tﬁﬂiﬁﬂlﬁﬁﬁfzh

Ep R EPTT -
T TiEHER

EHiH
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9. | MIIETESE, XEERE Root Certificate Authority,
x|

B | pmEE EHRE |

Iqu Koot Certificate Authorit

ez U
FVer ertificate muthority

= xlab. com

BTV |

EAEE 5
EEFEH A -

THIEEBEEHESER

10. | FEFH DU IEBAEN(E B

x
B HEEE |ERne |
Eﬂ_\ (S:I
=R | {& -
Blszls T0 24 92 ea
Bta-el <ha?SERSA |
Blet=ta-63 sha?56
:ﬁﬁE% Koot Certificate Authority
Bl 201SETH3H 20:08:00
Bl 203825180 5:00:00 -
mEEE®. . | EnEm . |
THRIFEERERREE{EE
fRE




[ )
2R CITR!X®
Y BEG
11, | %$% SRBSCH, md F P
ERSHES x|

SRR
Bl AT ER R SEE T -

REEFERRAET

{* DER R39S ¥ 5090 CER) (D)

" BazeBd @Y X. 509 ([ CER) ()

 INEEEEETE - PRCS #7 iFH (PRI
IR el R W Bl s 1 A RS E ) ()

= - A {=EEszf - EECS #12 [ EEX)(E)
R i B e i e = s L)
I = e 5 e
| = i =

€ Microsoft FEBIEIETTFE C S5T) (T)

TRAEE Y RN FRER

e [F—gm 2] B |

12, | B SCHERAE N cer X, 4 xms.cer
13. | VJjlil NetScaler, i%£#% Traffic Management -> SSL -> Certificates
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14.

Aidi Install, BIATIRER:

Certificate-key pair name: xms-rootca.pair
SNET AR xms.cer S
#$ DER %2

Install Certificate

Certificate-Key Pair Name™

xms-rootca.pair |

Certificate and Key files are stored in the folder /nsconfig/ssl/ on appliance.

Certificate File Name™®

¥ms.cer || Browse |vH + ‘

Key File Name

| || Browse |vH + ‘

Certificate Format
PEM ® DER
[#] Motify When Expires

Maotification Period

|3E}'

=3 o

15.

[0 % Certificates, il SN,

P xms-rootca.pair

32 W



2% CITRIX

6.2 AllE xms host I F (Al %)

BB BE

1 i 1] NetScaler, J&JF Traffic Management - > DNS, fiii Name Servers, 7#ffj{#
192.168.10.151 L3R AFEFE TAEIEH .
| Metscaler > TrafficManagement > DNS > NameServers I~
| = |
Name Server State | Effective State Is Local? Protocol
192.168.10.151 @ Enabled @uP wNO upp

2. | JBJf DNS - Address Records, #II—/Mid 3 xms.citrixlab.com 192.168.10.156

Create Address Record

Host Mame*

xms.citrixlab, r:n::m|

|PAddress*

192.168.10.156 +

No tems

TTL (secs)

3600

= (o

% 33 W
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6.3 Bt & NetScaler

%FF XenMobile10 & H: UG HIfA KL, H MDM 1 MAM %} NetScaler 73K & & AHE K. G0
HEal MDM K3, 2 R EIA I Mae s &SRS RI AT, B DRI R 5 MDM 2 Ak iy,
{58 FH A s B O $ B T B A 2 T DATK . (EDRF P R 7 2 MAM  BFS ZE857 micro-vpn, U SR 425
F NetScaler >k 5¢ ilAH <IN HE -

FrUAAGI, 352 MAM ) NetScaler £ 32 1+t

PR BIE
3. | NetScaler 5 XenMobile ££ 1 XenDesktop. XenApp —#+f, sEiGuEs—MiET.

4. | £ Traffic Management —> SSL, i%#% Create RSA key,
T Key size 7524 2048
Create RSA Key

Key Filename*

|mam_key ‘ | Erowse | v |

Key Size(bits)*

|2048 ‘

Public Exponent Value™

E ']
Key Format™
| PEM T ‘

PEM Enceding Algorithm
| d
PEM Passphrase

Confirm PEM Passphrase

5. | iF% Create Certificate Signing Request (CSR) , i AMH&E R,
Mam_req #ii A\
Mam_key, browse 32X

Create Certificate Signing Request (CSR)

Request File Name®

|mam_rec || Browse |'|

Key Filename™

|mam_ke}a | | Browse | - |

Key Format

® PEM DER

PEM Passphrase (For Encrypted Key)




2% CITRIX

PB B4E
6. | EFFEAER, FERL commonname, FEBMAKRARIAMMIRZ, A5 F AN

mam.citrixlab.com
Distinguished Name Fields

Country™

CHINA M |

State or Province®

‘Shanghai |

Organization Name™

‘Citrix |

pa

L 't:y'

Email Address

Organization Unit

Common Mame

mam.citri:(lab.cam| |

7. | 7£ Manage Certificates ', #%# mam_req /I download,

=] mam_key File

|=] mam_req File
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8. | i AR AT I IS,
View File

BW1i TCNyVGOPkk9uNJX9 jfqrMechBkGeEgtahyKwg 161 JUAwh90e03kEB3CaweEqb

tAwOAgh2g96GCzPkr6SKSKIEBk I xqDdwi allNSw/ wiVy++NavTvqeEJR4VIKQoe
L43730k6C10H6IZYMY 30q jv Yy TUOWESOwOkXIAYkAdoKOmwdR jGtoi JqlExQ64Kp
F++G1p/9qwXQVQGRwmTUGOVa/cxmI5eDtzBe/KOvY jnZaDftI13Jqb/f+1ZPTIfXP

4 jWddwxcLtRbRECQAecNtUKWWAEM,/kSt4DvAT imJRzASb1 2AeQVFTf fHiECAwEA

aAAMAOGCSqGSIb3DQEBBQUAA4TBAQAYEBe JergAZvnQGXWUf491qQi TYkgTkZT8

2wpTLVbi f2PTApNMUSD/pu/Al JS6ZENhO2Udwe gpL1tF/VvRHHEN sUeEuGro,/607

PDmTQNTYLFqXeWn5uPphGn5L jZLZZpt 3oucRDLE j 3KKQB2me WuBPqdW2LxSkKAaW

EONREC1132012F+uqPzFtk4Jbo jrAAK/0ZQZoglCvuqczBgyol Egefmll jhOdoB

4cKEARZR jrzkf5qQd1UBqhNW2mBei3cgunkT1+H0zK3vyAdg4 TTJZq91Vw6D3QalB
1ULsnEa59RQz jEyrzHGTDfawB jhbEGY+gFPZ5VETG jWQSwYGmlix

END NEW CERTIFICATE REQUEST

9. | ¥jlA Windows CA, http://192.168.10.151/certsrv , HIiFUFEH, EFE=EHIED

Hicrosoft Lotive Directory WEBAES ——  citrixlab—CTNAD-Ca

EiE— kB

IR MIERER:

R P

W, BN SR SE.

% 36 I
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2 BEL

10.

HEFE Web LTI, IR 5251 E 5 Request {58, A2
BRI EE AR THS

EET—MEFIEER CA |, E "EEREET BRI — 0 E R
B MEiE:

Baze—fid HHIEAY | el +hALzBENL sIH w0 ihzFG 2/ sHED oRbn oK £ 3ht

EFHRE Sirrse T Uoo TRECKS deudhi U131 dzT £C1 Talz 8x dha
(CMC 3 f2ibbd 80/ TNcL 11 PXEe SiHe+ Tyl Z1+7 c6F/N19zThe
PECS #10 =Y ————END NEW CERTIFICATE EEQUEST-——-
PECS #T):
2 I
E iR AR
‘Web BR&E 2 v
Bithn k-
Bt
o
R =
11, | BT ETFPIRATERER PEM s, B+ Base 64 4ifid, JF FEUET.
IEB B
BN REMASE,
DER %63 T © Base 64 4583
o EEES
== S
12. | [0]3] NetScaler [¥) manage Certificate, S AIIEP .

|E] mam.cer File
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13. | iy SSL -> Certificates, #EF¥ Install,

Pair name: mam.pair

Certificate file name: mam.cer (browse %F%)
Key File name: mam_key (browse i%£#)

Install Certificate

Certificate-Key Pair Mame®

marn.pair

Certificate and Key files are stored in the folder /nsconfig/sslf on appliance.

Certificate File Mame*®

mam.cer | Browse b || + |

Key File Mame

mam_key | Browse v || + |

Certificate Format

* PEM DER

Paszword

[ ] Certificate Bundle

[v#] Motify When Expires

Motification Period

14, | ZFHEPHHES L 1.
» mam.pair 712 Valid

15. | [a1#] NetScaler 51, i I ) XenMobile
Integrate with Citrix Products

44 XenMobile

94 XenApp and XenDesktop

% 38 W
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16. | i%# XenMobile 10, Get Started

Welcome!

This wizard guides you through the configuration of NetScaler features for your Xenl

You can configure MetScaler to enable Micro VPN access for Worx apps, to load balance 551
to switch user connections to Sharefile StorageZone Controllers based on content type.

Select the XenMobile version with which you are deploying MetScaler.

|Xen|'-.'1|:>bile 10> |

17. | ‘zJiH Load Balance XenMobile Servers, H{R# Access through NetScaler Gateway
e Ak E R A A 1 & XenMobile, % LB F3R. W LB FR, WlHEATIE
PN E .

MetScaler for XenMaobile

Select the settings you want to configure as you set up NetScaler for your XenMobile deployment.

[/ Access through NetScaler Gateway

Set up Micro VPN to which Worx Mobile Apps connect.
[] Load Balance XenMobile Servers

Use MetScaler to load balance XenMaobile Servers.

[ Load Balance Microsoft Exchange Servers

Use Net5caler and XenMobile MetScaler Connector to load balance Exchange Servers with
email filtaring.

[ Load Balance ShareFile StorageZones Controllers

Use Net5caler to load balance ShareFile StorageZones Controllers based on the type of content
requested,

% 39 I
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18. | #y AT mam vs ¢ 1P Hidik,
NetScaler Gateway Configuration

NetScaler Gateway Settings

MetScaler Gateway |P Address™

192 . 168 . 10 . 149

Port*

443

Wirtual Server Mame*

mam.citrizlab.com

19. | EFERTR AL E 4 mam IET

Server Certificate for NetScaler Gateway

A server certificate is used to authenticate and identify a server in an 55L ha

® Use existing certificate Install Certificate

Server Certificate™

mam.pair v

40 W
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20.

W T AR 3, A AD P B AT BLARZEAE ] XD/XA A5 A A

Authentication Settings

Select a primary authentication methed for client connections. Primary
method from either RADIUS or Active Directory/LDAP methods.

Primary authentication method®

Active Directory/LDAP ¥
# Use existing server Add new server
192,168.10.151_LDAP_pol T

Secondary authentication method®

Mone ¥

21.

Afldr, H T A XenMobile kg5 as A —&, FrLUITA 15 B0 AR m 0] MRk %5 2 1P
bk

SSL traffic configuration, %+ http communication to XenMobile Server.

UWIFE 2 HTTP communication, U 75 EEaf AR NAE 54T .

XenMobile Settings

Load Balancing FQDM for MAM*

xms.citrixlab.com

Load Balancing IP address for MAM®

192 . 188 ., 10 . 156

Port*

8443

55L Traffic Configuration™

HTTPS communication to XenMobile Server '® HTTP communication to XenMobile Server

Sphit DMS mode for Micro VPN*

BOTH ¥

[] Enable split tunneling

41 T
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22. | #&F do it later.
Server Certificate for MAM Load Balancing
A server certificate is used to authenticate and identify a server in an 55L ham

® Use existing certificate Install Certificate

Server Certificate™®

marn.pair v

23. | Add Servers

XenMobile Servers

Add Server Fe e Senve

IP Address t Pe

XenMobile Server IP Address is not configured. Please click on Add Server to configure.

24. | #i\ XenMobile fi%s#% IP Hudik, i Done S8l & .
HenMobile Server IP Addresses

Enter the |IP address(es) of the XenMobile server(s) that you want to load balance.

XenMobile Server IP Address®

192 . 168 . 10 . 15§

XenMobile Servers

Add Server Rel e Serve Add from existing servers

IP Address Port State

192.168.10.156 80 @Up

42 W
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BB B

25.

FEABCEMTEL T

NetScaler Gateway Check the connections to the XenMobile,
Authentication and SharefFile servers.

Universal Licenses HDX Sessions Test Connectivity

Current Universal Licenses Current HDX Sessions

0 0 NetScaler Gateway

IP Address  192.168.10.149
Port 443 @Up

Edit Remove

[ T

0
18:36 18:36
XenMobile Server Load Balancing

Not Configured

Configure

26.

s M NetScaler Gateway - > Virtual Server, %4515 mam.citrixlab.com, X @ JT
J& s A ) Published Applications,

Published Applications
No Next HOP Server
No STA Server

No url

27.

i STA Server, #i\ http://ctxddc.citrixlab.local , #%&F¢ IPV4,

S5TA Server Binding

Secure Ticket Authority Server®

http://ctxdde.citrixlab.local

Secure Ticket Authority Server Address Type

P4 ¥

28.

#HH FEERE, #i\ https://xms.citrixlab.com:8443 ,i%#¢ IPV4,

5TA Server Binding

Secure Ticket Authority Server®

https://xms.citrixlab.com:8443

Secure Ticket Authority Server Address Type

P4 M

43 W
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BB BE
29. | WHLRPIA STA #R R RS IEH 14t

VPN Virtual Server STA Server Binding

X
| Add Binding | Search =
Secure Ticket Authority Server ‘ Secure Ticket Authority Server Address Type State Auth ID
https:/fxms.citrixlab.com:8443 IPV4 @Up STA36CAAIDBATAY
httpi//ctxddecitrixlab.local 1PV4 @Up STAB73336313

Close
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30.

Check the connections to the XenMuobile,
Authentication and ShareFile servers.

Test Connectivity

B DR FEASIE B A2 o IR 2

@ 192.168.10.151

Server "192.168.10.151" is reachable.

port ‘389/tcp’ is open.

"192.168.10.157" is a valid LDAP server.

LDAP Policy is configured with proper credentials.
Load Balancer for MAM

@ xms.citrixlab.com: 8443

Server ‘wme.citrixlab.com’ is reachable.

port "8443/tcp’ is open.

‘wms.citrixlab.com’ is a valid Load Balancer for MARM.
STA Server

@ xms.citrixlab.com:8443

Server ‘wms.citrixlab.com’ is reachable.
port ‘8443 /tcp’ is open.

“wms.citrixlab.com’ is a valid 5TA server,
@ ctxddc.citrixlab.local

Server ‘ctudde.citrixlab.local’ is reachable.
port "80/tcp’ is open.

'cteddc.citrixlab.local’ is a valid 5TA server.

N T Wik NetScaler #BFC & IE#f, 7 LAF] XenMobile a5 #iifi, #%#% Test Connectivity fi—
MR,

5 45 T
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PE B
31.

%% AD/DNS JR452%, #hn— host ids% 192.168.10.149; mam.citrixlab.com

2

_msdes. citrixlab. 1c

citrixlab. com

=l citrixlab local
IS

= 100188192, in-addr.
| FiHERSE
2BEE

F4, (1) 92. 168, 10
S next W) 192, 168, 10. 148
Hwan W) 192, 168, 10. 147
Hum W) 192, 168. 10. 155
= xme A7, (M) 192, 168. 10. 158

TS _%ﬁ [E=T] | #iE | Bt TR |
Bl F CTXaD (533 HFFEERD HEIRTEANAN M (50A) [9], ctxad citrizlah ..
B El‘ﬁjﬁ#ﬁlziiﬁ g (GXwEiER EFFAREEE ) ctxad citrizlab local.

6.4 ZEEALE StoreFront

A5 O 2B 1 XenDesktop 5 NetScaler 5¢ % | 52/, BI A {8 Receiver 1] LAYEA W8T NetScaler
SREUE R AI N B . WIS, 155 % PoC Runbook T/t (PoC T/ - Lab 07 NetScaler JE7s 2235 A7

MoE) BEATHCE.

SBE BME

1. | &% StoreFront R %5 #537JF StoreFront Studio,

RESE
B2 iniai
0 GRFE

D)) Receiver

? &3

¥4 Citrix StoreFront

o8 NetScaler Gateway

for Web

=3

A

https:/fctxdde.citrixlab.local /Citrix/Store
ttps:/fetedde.citrixlab.local /Citrix/XM

i MR, FHik$ Store
313

TRRFBIEERE
(RRAEBRE

Store Service

5% 3

CEZEHEE =2

=g =

EEAITE =

p=Ednting (=]

URL: https://ctxdde.citrixlab.local/Citrix/Store
WS

M PR UTTRC 85 ComrnCrnmnt

Jiifo]is -
HEEEFAREE
FFESIREIERA.
SHEHRABEERERNE
=] >
o RlER

e

BRI RIS

I Delivery Contr. ..
J=liiiueanill
HaER— R OBRAE
LR A FITIE

5 Citrix Online BERE
SHEEH

i

[ ERE Yenhpp Service

46 1
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BB BE
2. | EFAMMECE XenApp Service, i 5 H XenApp Service 3CHF, midiffiE -

seiFAAER Citrix BUSEEUETEE XenApp Services URL BYRERREILR AR
JED

BH Xenhpp Services TE{E)

Xenhpp Services URL:
https://ctedde.citrixlab.)ocal /Citrin/Store/PMNAgent/config.xml

B\ EEE
EH Citrix BB ER LA RFEES HAERE.
B\ EEE(D): | Store Service - ]

3. | i&$¥ NetScaler Gateway, E#£7I NetScaler Gateway, HiAfE R
NetScaler Gateway URL.: https://mam.citrixlab.com

[ URL (AJiE) https://mam.citrixlab.com

e K2 AT NetScaler Bie & H T GE 1) MAM vserver JITf b i) URL.

ERERRE

STERETE Citrix Receiver i,

ETERD): | XM gateway |

MetScaler Gateway URL{U): | https://mam.citrixlab.com |

BEEV): | 10.0 (Build 69.4)E S - |

e 1P HEhE(P): | |
(FTiE)

TS| k= - |

S5 EEHE(S):

%’%URL{C}: i |https:ffmam.citrixlab.com |,f’Citrix.ﬁ.uthServicef.ﬂuthSewice.asmx

eH

-
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4. | WHERILE B TS NetScaler gateway it & ,
5 — & XenDesktop/XenApp FITX} W] NetScaler Gateway,
. ~& XenMobile MAM FTXJ B[] NetScaler gateway o

TETER BEFfEEERA | URL
MetScaler Gateway £ https:/fwan.citrixlab.com

XM gateway https://mam.citrixlab.com

5. | BN HREE, kBRI ERAR Store, FAAEHAMK JE RV, BRPIAS
NetScaler Gateway ffic & 45 L2 E N
BRI\ ¥ 45 A XenDesktop %% NetScaler Gateway % 7] il .

B hiol
B MetScaler Gateway 125 | LIRESSEMBERE LA,

ifEiAE: ) FE(0)
O VPN EEN) @
(&) =2 VPN EE(P) @

MetScaler Gateway I25(G): | | NetScaler Gateway
v XM gateway

ENZE(D): [ MetScaler Gateway - ]
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B Cl'l'R!X®
6.5 Bt B XenMobile £k XenDesktop. XenApp

BB OBE
L.
e
ActiveSyne Gatews °j%
2. | FAWTHNER, RS

F#HL: ctxddc.citrixlab.local
uii I : 80
X% 42: ICitrix/Store/PNagent/config.xml

i~ ctxddc citrixiab local
sal1” 80
HNEE" [Gitrix/StorefPNAgent/config.xml
M HTTPS %
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BTE APk E

i T A5 s %% xms.citrixlab.com A1 mam.citrixlab.com KA R AR, B UL IR 2 7E—
AR +AP #S g RS, SERRIH HiE S 4.0.1 FIMZEZER ], TR 1P Al B 2 A K .

T | 1 T AT A LT A @it Windows CA MR, BT ChfEEr T BelE 2 71, T W PE e
I R B B4 b, AT 0%, R 2 th IR I .

@ 7 0 @ 41% M)

< ko AR

citrixlab-CTXAD-CA

#% citrixiab-CTXAD-CA
SHIE
& §EB

EZFMER

B R S
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2. | TR & RN RS, 2% WorkHome 31 F#, W3R 50 EAREH Windows
LR, 48 %E Receiver Jf T4
eeeee FHEW & 14:52 E10@A%MD) sesee HE W &
. worxhome 10648 < G [—_T-] =
Citrix Receiver
% Worx Home by Citrix T @ Citrix Systems, Inc. >
Zenprise =
WorxHome
My Apps | % ]
*0esc ATAT ¥ 251PM |

a My Virtual Apps

Citrix Receiver AR

Data Sharing

Ostault

Engineering
Financa & Operations
i Hosted Mobile Apps

a Human Resources

e i

w B @© Q 9 w B @ Q P
s 551 %% R w3 A2k 12574 8% iR
3. | 7£ WorxHome #%i A\ xms.citrixlab.com,

eseeee TEEH T 16:03

WorxHome

BRARBRRENERE.

EEH

xms.citrixlab.com (%]

T—%

QWERTYU I OP

N WS W W W W W W W —

A'SDFGHJKL

—

. ZXOCVBNM |
2@ o [ Ned

% 51 I




™
BR ClTR!X
4. | FEIOREM B, WRFTFE MDM &SRR &, IHEREWEHER & (raM
B Fah 22, 1 H Windows B A B FRASREHEX 2] i0S & 0l H)
A
Worx Home RNBAEGBRIPIEM TIEN
AR, mERBRIPER iPhone.
EEEIMENIRE?
&= =
5. | WIAIKS R, SEAH L,

esenee hE B F 16:04

space
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6. | ISR AAT A,
eeoee HELE F 16:04

B REEARXH
XenMobile CA
@ XenMobile
2 o E A

Authority
Yz 201558 B19H
a8 2P

BEZHMER

#iik XenMobile Authorities
B % & SSL Servers Certificate

4

=3

esece thEEIH 7 16:04 =4
BUH gL R
AR 36 E A Feid S

T3k BIF“XenMobile CA"HIE LM, &
% A SCHEE2EE iPhone ERIIR
Eo

RIEF

BRI B“Root Certificate
Authority”, LLEIE AR ME] iPhone
EHEERERFIERF.

eoeoe HFEE T 16:05

BH WA
ERA R
esssse

ABC

4 5
GHI JKL
7 8
PQRS TUV

0

3

DEF
MNO

WXYZ

7. | ZESRESIERMANER, B3 Pin code B 1% E 4 05,
=4

FERL
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8. | %% XenMobile profile 52 i HAHC & AL [ HER

eeeoe E LT T 16:05 & ¢
HUH RIHIR

XenMobile Profile Service
XenMobile
O BRiF E3

{12 Install this profile to enroll your
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As Neale Walsch points out: We find out %ﬁ”—;m; M

things about ourselves once we approach

the upper limits of our normal ways of

working. Certainly, things become a lot ADpDNA: —4F£3, TR
more interesting up there, As explained in 5(_:‘}:_; n =

a previous article, this is true whether you're

training and testing yourself against the WA TIET
mountains of the world or studying the

extremities of complex system software for AP A Fo U 8 64 S
virtualisation. When you're pushing this ...

Read More

HTTP/2 P63 44 1% A

By Simon Fennen + Published August 6, 2015

Introducing HTTP/2 In May 2015, the IETF ratified HTTP/2 as the latest
version of the HTTP protocol, This marks the first enhancement to HTTP since
HTTP 1.1 was published in 1997. If you can remember using NelScape or
Internet Explorer 3, you saw first-hand how ites and web

avolved over this penod from swnple text- based pages with a handful of small
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