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1. | BaisEa, #EAEGE, BE NetScaler HHE IP
NetScaler’s IPv4 address: 192.168.10.145
Netmask: 255.255.255.0

Gateway IPv4address: 192.168.10.254

our identification has been saved in /nsconfig~ssshsssh_host_rsa_key.
our public key has been saved in smsconfig-sshrssh_host_rsa_key.pub.
he key fingerprint is:
B6:70:0e:a5:48:73:98:ec:5b:d1:8e:24:d9:e3:07:47 rootlns

reating sshZ DSA host key: Generating public/private dsa key pair.
our identification has been sawved in /nsconfig-sshs/ssh_host_dsa_key.
our public key has been saved in snsconfig-sshrssh_host_dsa_key.pub.
he key fingerprint is:

Bf a2:16:48:25:6b:ca:9c:73:91:7f :9b:42:c2:ba:b® rootlns

achdep.cpu_idle_hlt: @ -> 1

[5tart daemons: syslogd Jul 9 09:19:51 <kern.info> ns syslogd: kernel boot file
is »flash/ns-10.1-126.12

inetd cron httpd monit sshd

tThere is no ns.conf in the snsconfig!?

Netscaler software
: no terminal type specified and no TERM environmmental wariable.
NetScaler’s IPv4 address [1: 192.168.10.145
Metmask [1: 255.255.255.0
Gatewau IPv4 address [1: 192.168.160.2540

tThere is no ns.conf in the ~snsconfig!t

Netscaler software

no terminal type specified and no TERM environmental wariable.
NetScaler’'s IPv4 address [1: 192.168.10.145

Netmask [1: 255.255.255.0

Gateway IPv4 address [1: 192.168.10.254

etscaler Virtual Appliance Initial Network Address Configuration.

his menu allows you to set and modify the initial IPv4 network addresses.
he current value is displayed in brackets ([1).

Belecting the listed number allows the address to be changed.

After the network changes are saved, you may either login as nsroot and
1se the MNetscaler command line interface, or use a web browser to
1ttp:r-192.168.10.145 to complete or change the Netscaler configuration.

NetScaler’s IPv4 address [192.168.10.1451
Hetmask [255.255.255.01

Gateway IPv4 address [192.168.10.2541
Save and quit
item (1-4) [4]1: 4
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2% CITRIX

B | e

3.

EN S 2% h# N NetScaler B HIHbhE, TIPS, M 4500 &5k,
%ﬁ: A5 FH 00 Y A B B A NS A 2 5 U ORE, ¥ JREL.6

||é| jre-6u30-windows-1586.exe

F /44 nsroot
20, nsroot

« C' [)192.168.10.145 7o

P e o~

o ® Login
CITRIX
L]

Deployment Type

NetScaler ADC [+ Y

FEXIR LT A IR aa B B ) SR N BLR 2

NetScaler IP Address: 192.168.10.145

Netmask: 255.255.255.0

Subnet IP Address: 192.168.10.146

Subnet IP Address Netmask: 255.255.255.0

Hostname: ns

DNS:192.168.10.151 #AD =1 1P ikt
TimeZone i%£# “GMT +08:00-CST-Asia/Shanghai”

s “Continue”

Host Name Version

NetScaler VPX (1) 192.168.10.145 N510.1: Build 126.12.nc, Date: May 13 2014, 07:39:11
Dashboard | Configuration Reporting
Welcome!
EBefore you can use your appliance, it must be assigned a MetScaler IP address, which is the management IP address. Also assign a subnet IP address to which your servers ¢
licenses.
System

MetScaler IP Address™ i]_gz . 168 . 10 . 145 J

Netmask® |2ss . 255 . 255 . 0

Subnet [P Address® |1g2 . 188 . 10 . 148

Subnet IP Address Netmask* |255 . 25 . 255 . O

Hostname |ns |

DS (IP Address) |192.168‘].0.151 | +

Time Zone* | GMT+08:00-CST-Asia/Shanghai E”

] Change Administrator Password

N
____




2% CITRIX

SB| | BAE
5 M “Browse”

Welcome!

Before you can use your appliance, it must be assigned a NetScaler [P address, which is the management [P address. Also assign a subnet IP address to which your servers can connect, and allocate or upload your
licenses.

System

NSIP Netmask Hostname Time Zone
192.168.10.145 255.255.255.0

ns GMT +08:00-CST-Asia/Shanghai
Manage Licenses

Mo Licenses.

| Delete

» Update Licenses

Click here to request for Licenses
@ Upload License Files

B R A VF TR SO R SO e b, R BEVF AT IE SO,
€ 3t (=]
@Q.| b HENL » diEE () » SREE P -

HiE - SRRt

o T A1)

=~ O @
: s '
o * E® BHE s
jﬂ R | ] 00155dcb1e07.lic 2014-7-9 17:04 LIC i
) =5

% MNSVPX-XEN-10.1-126.12_nc.xva 2014-5-24 22:33 XVA File

1 HE
& FitEE ()
a SHEEEER (D)
a FHEEER (E)
e CD B8 (F)

P ~ sl

00155dcb1e07 lic
LIC 37

I

EMEES: 2014-7-9 17:04

#ZEHER: 2014-7-9 17:05
v 2.23 KB

IEE(N): 00155dcb1e07.lic

- |FrEme -

mro) v [ mw |

25 |



2% CITRIX

7. s “Continue”

Welcome!

Before you can use your appliance, it must be assigned a NetScaler IP address, which is the management IP address. &lso assign a subnet IP address to which your server

licenses.
System
NSIP Metrnask Hostname Time Zone
192.168.10.145 255.255.255.0 ns GMT+08:00-CST-Asia/Shanghai

Manage Licenses

[ 00155deble07 lic

* Update Licenses

Upload License Files

8. Hiy “Done” , E /& NetScaler

Host Name Version User % .
NetScaler VPX (1000) 192.168.10.145 NS10.1: Build 126.12.nc, Date: May 13 2014, 07:39:11 nsroot CITRIX
Dashbeard ‘ Configuration Reporting Documentatian ‘ Downloads ‘ o
Welcome!

Before you can use your appliance, it must be assigned a NetScaler IP address, which is the management [P acldress. Also assign a subnet IP address to which your servers can connect, and allocate or upload your
licenses.

System
NSIP Netmask Hostname Time Zone
192.168.10.145 255.255.255.0 ns GMT +08:00-CST-Asia/Shanghai
Manage Licenses i

[]  00155dcbled7.lic

E L



A% CITRIX

B | #

)3 J5 O 5% NetScaler
1E “System” LT+

trix NetScaler VPX - € x Y

“Licenses”, HiAVFAIIE E A%k

« C [4192.168.10.145/menu/neo

n

Eis A, SEEEF 7
= System | Netscaler » System > Licenses | @ | H
Licenses
e
Diagnostics Web Logging Content Filtering
High Availability Surge Protection  + Integrated Caching &
NTP Servers Load Balancing < NetScaler Gateway &
Reports Co— Maximum NetScaler Gatewg‘tl‘s::: 5
Profiles
5 User Administration Maximum ICA Users Allowed  Unlimited! Cache Redirection &
4 Authentication (e "““‘”@;‘L’; ;:: @ Sure Connect o
% Auditing OSPFRouting HTTP Compression &
- SNMP - RIP Routing & BGP Routing &
4 AppFlow @ Priority Queuing  + Rewrite o
@ Cluster N SSL Offloading < IPu6 Protocol Translation
#" EdgeSight Monitaring @ Global Server Load Balancing  + Application Firewall &
&) Network - GSLB Proximity < Responder o
- CloudBridge Connector @ DoS Protection & EdgeSight Monitoring (HTML Injection) &
- Web Interface Dynamic Routing ~ « NetScaler Push &
Backup and Restore e Web Interface o
% Appxpert AppFlow  +# Cloud Bridge &
4 Traffic Mansgement ISIS Routing < Clustering  —
AppQoE & ipatty —
# Optimization

10.

7 “Traffic Management” &I ik “DNS” -> “Name Servers”. 7EA4 M) % H R #{iA

DNS AR %52 R4S IEH -
State: Enabled
Effective State: UP

Host N

192.168.

ion User
nsroot

16.145(ns) NS10.1: Build 126.12.nc, Date: May 13 2014, 07:39:11

NetScaler VPX (1000)

Dashboard | Configuration ‘ Reporting Documentation

CiTRIX

l Downloads | 3

+ System ‘ NetScaler » Traffic Management > DNS > Name Servers

© |0 | H|

i [Lada. ] [ rem

|

=l Traffic Management

Name Server \ State ‘ Effective State

+

Load Balancing

192.168.10.151 @ Enabled @®uP ~NO

+

I Content Switching

’ Protocol

upp

25 Per Page [z] i

+

Cache Redirection

1-10of1 ‘

=~ DNS
Zones
Name Servers
DNS Suffix
Keys
Views
Policy Labels
Policies
Actions
# Records
# GSLB (
@ SSL

=

192.168.10.145/menu/nec# 1

%21 W




2% CITRIX
4.3 NetScaler IRSTFRIETS HE R 223

4.3.1 NetScaler fRE-a8IE+ H iF
T e
1.
£7% Citrix NetScaler VPX - € x %

€ c
Ba) i | mx - | BR, SEREEE? | @F |3

(3 192.168.10.145/menu/neo#noAnchor

NetScaler VPX (1000) eeTeatianes

7 VPX |, #E SSL #ifi, 7£ SSL Keys K, iii“Create RSAkey” Hifj Key

NS10.1: Build 126.12.nc, Date: May 13 2014, 07:39:11

ciTRIX

nsroot

Create RSA Key

| Dashboard Configuration Reperting Documentation |  Downloads | o
2 System NetScaler 5 Traffic Management > SSL o | @ | H ‘
© AppExpert
) Tratfic Management Getting Started SSL Certificates

. Server Certificat Create CSR (Certificate Signing Request]
# Load Balancing by t Create Certificate
- Content Switching @ d Create snd Install  Server Test Certificate
® Cache Redirection @ CRL Management
= DNS
* oSl 0] SS1 Keys Tooks
- ssL Y mﬂﬁm Create Diffie-Hellman (DH) key
Create Dl Key *

Cetificates

Cipher Groups

R

Policies

Palicy Labels

0CSP Responder 4#)} Settings

B (1ange advanced S5L settings
% 55U Offload
# Optimization
# security SSL Policy Manager [CONTROL] S5L Policy Manager [DATA]
[ Overide Global Overide Global
i N IE5 4 I AE T 44 (RPN K /) #i“OK”
LN , AR EE S H N v wan_key, ZAEHIAN Key ) K/N: 2048, Aidi“OK

Key Filename® |w¢n key

| | Browse -

Key Size(bits)™ 2048

Public Exponent Value® | 3

Key Format® | PEM

1

PEM Encoding Algorithm |

PEM Passphrase |

Confirm PEM Passphrase l

0K || Close

28 W




3.

A% CITRIX
BB | i

Rt SSL Certificates T [#)“Create CSR (Certificate Signing Request) ”HiFiE 1

NetScaler VPX (1000) 192.168.10.145 NS10.1: Build 126.12.nc, Date: May 13 2014, 07:39:11 nsroot CITRIX

Documentation | Downloads | &
@ System NetScaler > Traffic Management > SSL Q| 0 H
* AppExpert
S Teait Getting Started SSL Certificates
a  ServerCe Create gsal'em@es@mg Request]
% Load Balancing b Client C Create Certificate
4 Content Switching i Interm Wizard Create and Install a Server Test Certificate
» R
% Cache Redirection 0 ¢
4 DNS
# GSLB @ ” SSL Keys
Create RSA Key
3% { Create DSA Key
Certificates
Cipher Groups
CRL
Policies
Policy Labels
OCSP Responder AAR} Settings
§68% Change advanced SsL setting
# SSL Offload
4 Optimization
8 Secuity SSL Policy Manager [CONTROL] SSL Policy Manager [DATA]
@ Overide Global Override Global RSA Key created

HiNAHN) Request File Name, Ak POC #iA“wan_req”’, 7 Key Filename #, fiili
“browse”, TE oR (W SCAEF) R Ak A AT FTH HIET key ST, AR SEEG A R [ 2
wan_key, Jf i open

Create CSR (Certificate Signing Request) X
Key Filename® =
File Browser .ﬂ I
Current Directory: /nsconfig/sslf
Name Type Date Modified Date Accessed
|=] ns-root.key File July 09 2014 09:22:27 July 09 2014 09:22:27
2] ns-root.req File July 09 2014 09:22:27 July 09 2014 09:22:27
|=] ns-root.cert File July 09 2014 09:22:27 July 09 2014 09:22:27
|F] ns-server.key File July 09 2014 09:22:27 July 09 2014 09:32:05
| ns-server.req File July 09 2014 09:22:27 July 09 2014 09:22:27
| ns-root.sd File July 09 2014 09:22:27 July 09 2014 09:22:27
| ns-server.cert File July 09 2014 09:22:27 Juby 09 2014 09:32405

July 09 2014 09:41:47

Juby 09 2014 09:41:47




[ ]
8% CITRIX
B ‘ﬁ%ﬂ?
5. | 7 Common Name H3HE AMIE4, FEAEEH (EWHEE)
Create CSR (Certificate Signing Request)

Request File Name® Wan_req

| Browse -

Key Filename Vnzconfig/ssl/wan_key

| Erowse -

Key Format @ PEM 7 DER

PEM Passphrase (For Encrypted Key)

Distinguished Name Fields

Country™

[ CHINA

|EI State or Province® chan

Organization Mame™ I.:itrix

| City I:

Email Address |

Attribute Fields

| Organization Unit I

I
Challenge Password | Log

| Company Mame |:

4 (1)

[ oK || Close

Tools #', %+ Manage Certificates/Keys/CSRs

NetScaler VPX (1000)

nsroot

ciTRl

| D | € R Documentation ‘ Downloads | &
% System ‘ NetScaler > Traffic Management > SSL Q o &
+ AppExpert
S Tratfic Management Getting Started SSL Certificates
a  ServerCerificate Create CSR (Certificate Signing Request
4 Load Balancing P Client Certificate Create Certif
4 Content Switching 1 te-CA Certificate Wizard Create and Install a Server Test Certificate
ry ertificate Wizard
% Cache Redirection i =
9 DNS
) GSLB 1 Tools
. B Cres Create Diffie-Hellman (DH) key
¢ Import PKCS#12
Certificates / Export PKCS#12
Cipher Groups Man: ificaten/ Keys / CSRs
Click to open
CRL Ltart ClGster file synchronization
Policies OpenssL interface
Policy Labels
OCSP Responder AAe} Settings
- Change advanced SSL settings
% SSL Offload
e
%30 |




2% CITRIX

S| | BAE
7.

I PR T A UE 5 B0 S, ARSI 2 wan_req, sl T U7 HI“View”

Manage Certificates / Keys / C5Rs X
Current Directory: insconfig/ssl @, Find ? Zip @ Back i Up '-LQ Create Directory
Name [Type | size (bytes) |Modified Date | Accessed Date
[£] ns-root key File 483 E¥= +Ho0s, .. EH= tA0 ..
[£] ns-root.reg File 493 E#i= £A09, .. EH= tA09, .
[£] ns-roct.cert File 1,080 E¥= +H05, .. BHE= LA, ..
[£] ns-server key File 457 E¥= +Ho0s, .. EBEHE= +A0S, ..
[£] ns-server.req File 493 BE¥= tF09, .. E¥= LAH0s, ..
[£] ns-roct.sr File 3 EB¥= +H05, .. BHE= LA, ..
[£] ns-server.cert File 1,066 E¥= +Ho0s, .. EBEHE= +A0S ..
[£] wan_key File 1,675 E#= £A09, .. EH= tA09, .
|Z] wan_req File 576 E¥= +H08 .. EBEHE= +A0S, ..

% Upload. . % QD'.'mIDaEI... .D Remove |
3
@ s

8. | kA NR, Eil

wan_req X

—BEGIN NEW CERTIFICATE REQUEST—
MIICKCCAXOCAQAWTTELMAKGATUEBRMCQO4XxETAPEGNVEAGTCHNOYWSNaGFpMQaw
DQYDVQQKEWZjaXRyaXgxGiAYBgNVEAMTEXdhbi5jaXRyaXhsYWIuY 29t MIBljAN
BgkghkiGIWOBAQEFAADCAQSAMIIBCOKCAQE ACEIS|99bQaYYBPSYX 1uBzQuC53/0
VaS8ZVAHoIFyL SeatdWpiGeAIVYKRN 1E05etr85Urg 1s)vg+05kvsBoi070RMECS
adR7MEt2ZJDTBR 1NKxhf3mLE5MmUETEXBIfeGraX4PCEGGrCzBMi+ZXMS 196Uu
VijXURUljnxRWEaer5vj0BRPEDZjrgB8Ge0xFvWgPzP3zHEr8CO5VUIMX 1 UxamG
MCFCjraKiwJsGENIThURINOgiXMKF SLS4MmMAJZZYNYLNiphVXoe66WVKEYPXD3
bMpe7e02pmAissbdgjM3DBaXPhJrVAIZwXmEdATpFd68I989z6EIG+UBQIDAQAE
0AAWDQYJKoZIhveNAQEFBQADggEBAGSZWIZy T TiuxzusAmzaC TicCnWos3IPOPwP
HTKOMrL4pDIOIFHHgZCFH2F71119GMDZ 3wwBrESEppjZ STAJRZUBY OIBF7ROMS
YCTkriYNeL pEt363XeN50sVZ0uH9Z 2iR2ctiZdwrkFDPOdgKoH0sONSFQ+LJGz
NF5r0ZmDL6f0aDplVeG08zjEpNTVSDiSxnZwl 2RVTIUHMkc)gqDHIHRsIvOG gy
ft++U0X/4eyGazHzjcG6qOEihuzRFXN 1gf3uGmMIWEr 5mkknis68/zeR3JHSLUS
XRIA4KxmMzGeQte1750bSGIXQeQWmM/IUJ+UcviiipCpolWRTPWe=

—END NEW CERTIFICATE REQUEST—

@ Help | gaveNH Close |




2% CITRIX

T EG

R BEHIE = MM SZEAEUE TS, BB AP AE R request file $25C4
B At BB AD 1 CA R K —ik AEEIF .
ER RS, FTFRIF PR 28 Hi ik http://192.168.10.151/certsrv,

i = 7 W S SR

R B IR
R, ﬁﬁﬁﬁﬂi”“@ e T AR IES

/> Bicroso ive Di
@T [&] vees 77132 168,10, 151/ cort o =214 x| B 5iee e
T WEE |3 B EEES - B FIRERE -
B Microsoft Active Directory IENIRS | | %c B - Lk - EEE)v B2E) - TR~ @-
=
RIS Web (STEE, ERFHHAEF IS BRI P RUEIES, EIIREES  STLIAED Web #TESHIAFRINCAISHS. SRIINSHMT: | FHRBEHRIERNEE2EEAT
EihRe s,
ISR DRI S FAEBRANG(CANES., EBHE  SREBAMBAFECRL) , RS EEREEINT,
FE* Active Directory IEBIRSRIEHSE | 1528 Active Directory iFBIRST4Y.
wF S
B
Atip //182. 18810 151/ certarv/certrqus asp [ [ [ [@ Tnternet | 1P BE@ [Fa - [fo0s -
“ = o84
10. | sidi “EPAES T

- llcxo-ufl Aetive nlzeclu[y

@T.ﬂ w |@] http//192. 186, 10. 151/ certsrv/ certrqus. asp

T EE |3=§. e BEuiss ~ g FaEiE -

E Microsoft Active Directory iFPERE | |

Ficrosoft Active Directory WEHES

e — M

==  citrixlab=-CTEAD-CA

MR
B iR
wE, #— &
[

]
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2% CITRIX

SR
11.

| #fe

WP “ff R base64 #ifilff) CMC mi PKCS#10 SCAFHAZ —AMIE-FiH1E, st base64 Zifid
] PKCS#7 SCAESETUE 1 H
/Wi crosoft Active Directory WEPSHRS — Vindows Internet Explorer

@T—\ w @] http://192.168.10. 151/ certarv/ certrqad asp

Lok | e EEES - ) FERRE -

E Microsoft Active Directory iFPRERE | |

Hicrosoft Active Directory WLHBS --

ERIEPES

citrixlab-CTHAD-CA

CA HUHBSTESTT L FRERRER LR, ME R —3F:
QR E M CA IRF—DHiE,

{5 base64 RR3[Y C% C 5§ PKCS #10 SZ7{HE<r —MIFRERTE , mdfeFE base6d 4iSHY PKCS #7 ST TR i,

12.

7 ORI o, S BUF  CPF PR 2R WK, 2 L BRLBL G Web TR
5887, i AR

{CWicrosoft Active Directory W-BMES - Tindows Internet Explorer

@Tﬂ w [&] hto: /182 188.10. 151 fcortarv/ certraxt. asp

T EE \35 B SRR - | FRBRE -

B Microsoft Active Directory IETERS | |

Ficrosoft hctive Directory WEPMRE — citrixlab-CTRAD-CA

5 e 15 clin )

ERL—MEFHRIEER CA, T RIFIRIE PR B ETRGD Web [R5 BE)2EAKEY base-64 $RESHY CMC 2k PKCS #10 iERIEEL PKCS #7 SHTERIE,
BENHGE:

HTESmrL4pDl0O/F/ H.HgZDFHZF7IIISGMDZSwu6rE5;I
Base-64 HBM t/CLRriYNeLpEt3 63XcNSOsVIOUHIZZ 1RZctiZdw
WHEE BFSr0ZmDLE£0abp IVeG0S 2 BpN7VSD ) SxnZwl 2RV

(CHC = £e++U0%/ 4eyGazHz cGEqOE 1huz RF kN 1gf3 uGmMs
g%gg i:? L4 X RL44KxmzGeQrelT75Dh §G IX0=0ln/ JUI+Ueviiip
3

---—--END NEW CERTIFICATE REQUEST-----
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pw e

13.

i7" Base 64 %ifi}”, Al ¢ FHUETS”

‘Ili.c:rn-.u-fl. hetive Directory WRIER Tindows Intermet Explorer
@‘\ L Iﬁ http: /192, 168. 10. 151/ certerv/certfnsh asp
L EEE |’-5 e EvhlE - g FEERE -

E Nicrosoft Active Directory JFHLARS | |
_'F' Internat Explorer ZSERELERESSREEITEERTAT#FM Activel 151 ElHL, HERREE T LW

FHicrosoft Active Directory WEPRRSE -- citrizlab-CTIXAD-CA

I Em&

SENRHNER CitRiniE.

© DER %458 = ¢ Base 64 i3

ESRC v

14.

WPE—NRAEHNE 44, ARSI RN wan

() maE - - @[ o7 am .
@O v AR = .9
c Wik o A 2
o TH | R
W -
IR $1ia 100 -5 vk ) .
R
_ 3
E gﬁ A i3
:.J Kﬁ L 4 -~ v 2157,
,J\' EE\ :h m
= CTXDDC
S R hd - TR #
T - frad =
fERBm: [ZSER >l

- ERETHE l ﬁﬂ(S) Big I

N
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15. | fidy “Upload...” EAEED

Manage Certificates / Keys / CSRs ®
Current Directory: /insconfigiss! Q, Find ? Zip @ Back it Up J,@ Create Directory
Name [Type | size (bytes) |Modified Date | Accessed Date
[£] ns-root key File 493 E¥= +509, .. EE= tH0S, .
[£] ns-root.reg File 493 E#= LA09, .. E¥= tH09, .
[£] ne-root.cert File 1,080 Ef= +509, .. BHE= £H0S .
[£] ne-server key File 497 E¥= 509, .. BE¥= tHo09, .
@ NS-SEMVer.req Filz 453 Ef= LB0g, .. EH= LB05 ..
[£] ne-root = File 3 E¥= +509, .. EHE= tHO0S .
[£] ns-server.cart File 1,066 E¥= tH0s, .. BH¥= tHo09,
[£] wan_key File 1,675 EHi= £A09, .. B2X¥= £H09, .
[£] wan_req File 976 E¥= +509, .. EHE= tHO0S .

& Uéoad... % Download... [2] view.. k] Remove |
lng
.

16. | MEBENIA A BIIUE 5 SO, AR IR SEEG A B IIE 5 S 9 wan.cer,  siihi “Select”
|£| Select Files [25m]

== |D Deskiop "|

[E] SFHAIB docx

pdf [£] wan.cer
B WIFIRERS Ink
SCpdf EI XenApp and XenDesktop 7.5 (Visio 2013) . vssx
[E] xenapp-ie.vbs
Bl XXX#eFIE xls
B [T#] BRFETF LA pdf
4 I F
NEE |war1.|:&r |
ShsE - | AL -l
ect EE
Select
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2% CITRIX

S| | BAE

ATLUE B, EB S E A B R

Manage Certificates / Keys / C5Rs ®
Current Directory: /nsconfigliss! %. Find ? Zip & Ba '-LQ Create Directory
Nems e | Sze oo Izwm_lswm_lm e
= [ TR-TOOLETY e i
@ ns-root.req File 493 BE¥= t£Fo09 .. EXE= LH08 ..
[£] ns-roct.cert File 1,090 E#= £A09,.. EH= tA09, .
[£] ns-server key File 497 B¥= £F09, .. EBEX¥= LH0G ..
[£] ns-senver req File 493 Bf¥= t£Fo09, .. E¥= +£H0s .
[£] ns-roct.s File 3 E#= £A09, .. E¥= tH0M, . E
[£] ne-server.cert File 1,066 E¥= +Ho0s, .. BHE= A0S, ..
[£] wan_key File 1675 E¥= +tHo0s, . E¥= +tHo09, .
[£] wan_req File 576 B¥= +H09, .. BHE= A0S, ..
|=] wan.cer r, Fie 1,930 Efi= LA09, . EH= £Ho09 . -

Ly

% Upload.. % Download... [2) View.. k] Remove |

9

18.

[FIE B AD HOARAIE TS root.cer t A% %] VPX, #ifr NetScaler 55 StoreFront i

HAGE. 5EHUE siili close
Manage Certificates / Keys / C5Rs

'-Lﬂ Create Directory

TS INHIE TS R AH

Current Directory: insconfigissl %. Find ? Zip 3 Ba

Mame |T‘.-fpe

= [ TR~-TOOLTE] e

[£] ns-root cert File 1,080 E¥= 508,
[£] ns-server key File 497 Bf= B 09, ..
[£] ns-senver req File 493 Bf¥= £H09, ..
[£] ne-roct.sr File 3 Bf= +H0s, ..
[£] ns-server.cert File 1,066 B¥= t£H09, ..
[£] wan_key File 1675 Bf= +H0s, ..
[£] wan_req File 976 E#= A0, .
[£] wan.cer File 1,830 E¥= +Hu0s, ..
|Z] root.cer . Fie 1,286 E#= LA, ..

| Sezs (bytes) IMDciﬁed Date |m1:3555d Date

. E¥= £Ro09, .
Ef= A0, ..
Bf¥= t£H09 ..
Ef= R0, ..
E¥= A0, ..
Ef= R0, ..
E¥= A0, ..
BE= £H09 ..
E¥= A0, ..

s

m

1

% Upload. . % Download.. Eiew.mmfe

&) Help
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®
AR CITR!X®
4.3.2 NetScaler R BRIFH %%

BB | 81

1. | £ SSL, Certificates ', M di"Install..."

{ost Name rsio ser H g
NetScaler VPX (1000) 192.168.10.145(ns) NS10.1: Build 126.12.nc. Date: May 13 2014, 07:39:11 nsroot CITRIX
| Dashboard | Configuration Reporting Documentation | Downloads | & |
# System | NetScaler > Traffic Management > SSL > SSL Certificates (] (7] H
# AppExpert
| gl Action - Search =
=1 Traffic Management i
Name Daystobxpire | Status
# Load Balancing
. b nsserver-certificate 5794 Valid
4+ Content Switching &
# Cache Redirection O | 25 PerPage [x] 1-lofl 1 =
4 DNS
i GSLB @
= ssL
Certificates

Cipher Groups

CRL

Policies

Palicy Labels

OCSP Responder
#)- 55L Gffload

%I Optimization

% Security

2. | #£ Certificate-Key Pair Name*r, H5—AIEHBILACA , AR L4 N wan.pair, 7E
Certificate File Name* £l Key File Name, %£"Brower", &#AH %M 1) AL E
Install Certificate ”

Certificate-Key Pair Mame*

Certificate and Key files are stored in the folder /nsconfig/ssl’ on appliance.

Gertificate File Name® [/nsconfig/ssl/wan.cer || Browse |w 4]
Key File Name |.-‘nsccnfug_a‘ssl_a‘-.-.ran_ke_-,- Browse |W E‘

Cerbificate Format

Password |

[[] Certificate Bundle

[#] Motify When Expires
Motification Period

N
9 l Create H Close I
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SR
3.

EG

[FIRE 752 25 MAIE TS, S NIE PULAC 4, FERRIE T SCHE4
R, root iEBATREILFE Key File Name

'Install Certificate x
Certificate-Key Pair Mame” rnot.pair ‘
Certificate and Key files are stored in the folder /nsconfig/ssl/ on appliance.

Certificate File Name* nsconfig/ssl/roct. cer Browse [
Key File Mame | |

| | Browse |w E
Certificate Format @ PEM DER
Password |
[] Certificate Bundle
Motify When Expires
Motification Period |3|3, I

9 | Create ]| Close ]

1t SSL-Certificates H, ®] LLE a1 HIZS I/ MIE B L% 42 5 Hr, Status PR
AN Valid, HiHE B8 AR

Narr T 0 = o
NetScaler VPX (1000) 192.168.10.145(ns)  NS10.1: Build 126.12.nc, Date: May 13 2014, 07:39:11 nsroot CITRIX
| € R Documentation | Downloads | &
+ System ‘ NetScaler > Traffic Management > SSL > SSL Certificates [w) (7] =)
+ AppErpert —
Install... [Action - Search +
=l Traffic Management - -
Name Days to Expire Status
4 Load Balancing
» rootpair 1825 | vaiid
4 Content Switching f
L D | » nssenver-certiicate 5704 | valid
# DNS » wan.pair b 729 | Vaiid
4 GSLB ! 25 PerPage [v] 1-30f3 1[5
= s - ;
Certificates
Cipher Groups
R
Policies
Policy Labels
OCSP Responder
# SSLOffload
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4.4 NetScaler Gateway Bt & HS

1.

B | %

FT7F NetScaler Gateway, 574121 “Enterprise Store, Configure NetScaler Gateway for
Enterprise Store”

NetScaler VPX (1000) 192.168.10.145 S10.1: Build 126.12.nc, Date: May 13 2014, 07:39:11 nsroot CITRIX (
. Dashboard ‘ Confi i ‘ R i Documentation ‘ Downloads ‘ o .
# System ‘ MNetScaler > NetScaler Gateway O 9| H |
% AppExpert
&1 Traffic Management a1, Enterprise Store

'~ cnnfmueras[a\ErGﬁwa for Enterprise Store
# Optimization

% Security

Yk, Getting Started v Policy Manager
-1 NetScaler Gateway NetScaler Gateway wizard Change group settings and user permissions

Published applications wizard

Global Settings
Virtual Servers Monitor Connections Customize Access Interface
* User Administration Active user sessions @ Upload the Access Interface
1A connections

KCD Accounts

=l Policies

Pre-Authentication Configuration Summary
B No NetScaler Gateway Virtual Server
&8 No AAA Group

8 No AAA User ]

Authorization

Session

Traffic

@ Statistics

TCP Compression

Clientless Access.

AppFlow

i Get Started

Welcome to

NetScaler Gateway

Easy and secure desktop and application access from anywhere.

NetScaler Gateway supports remote connections to CloudGateway Express and CloudGateway Enterprise. which allows user access to Windows, Web and Saa$S applications and virtual
desktops. Users can also log on with the NetScaler Gateway Plug-in for full VPN access to internal network resources

Get Started p
U]
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2% CITRIX

P ‘ BAE
3. | 7F NetScaler Gateway Settings i A\ LA {55, continue
Name: wan.citrixlab.com

IP Address: 192.168.10.147 #NetScaler VIP {3tk
Port: 443

NetScaler Gateway Settings

Mame* ‘wan.citrixlab.com |
IP Address® ‘ 192 . 168 . 10 . 147 |
Port” ‘443 |

[] Redirect requests from port 30 to secure port

4. | rii Choose Certificate, 7t Certificate FHizHH, wE4EF AMUESS, wan.pair, continue

NetScaler Gateway Settings

Mame TP Address Port Redirect requests from port 80 to secure port
wan.citrixlab.com 192.168.10.147 443 No
Certificate
@ Choose Certificate @ Install Certificate () |Use Test Certificate
Certificate* | wan.pair E||

C o [N




2% CITRIX

5. | Authentication Settings % & :
Primary Authentication: LDAP

i Configure New

Configure New ¥ &

IP Address: 192.168.10.151 #AD 545 ik
Port: 389

Time out: 3

Base DN: dc=citrixlab,dc=local

Admin Base DN: ctxadmin@citrixlab.local

Server Logon Name Attribute: sAMAccountName

Password; sk #etxadmin (2505
ARG, M continue

Certificate

Certificate wan.pair

Authentication Settings

Prirnary Authentication® LDAP IZ||

7 Choose LDAP @ Configure New

IP Address*™ 192 . 188 . 10 . 151JE| v

Port”®

389

Time out (seconds)*

Base D" | de=citrixtab,dc=local |

Admin Base DN* |ctxadmin@citrixlab.local
Server Logon Mame Attribute™ |5,-;|\.-1,-;ccount|\|ame

Password* ‘ .......... ‘

Confirm Password® ‘ ,,,,,,,,,, ‘

Secondary Authentication® | MNaone IZ||

| e |
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2% CITRIX

6. | Enterprise Store Settings % & :
1 F¢ XenApp/XenDesktop

Deployment Type: TFHigHHi%+ StoreFront

StoreFrontFQDN: CTXDDC.citrixlab.local HIE L AUA S T

Use HTTPS: )ik

Receiver for Web Path: /Citrix/StoreWeb HERWIURS 5

Single Sign-on Domain: citrixiab HIHG 4

STAURL: http://192.168.10.152 #IH'E CTXDDC [1] IP Mtk

WELIRE, & done
5% StoreFront %543 )5 H https k%5, =%
{PoC Tt -1 JEmE¥fEE - Lab 06 StoreFront Bl & v1.0) % 2 & StorFront HTTPS i &

Certificate

Certificate wan.pair

Authentication Settings

Primary Authentication - LDAP
192.168.10.151_LDAP_pol

Enterprise Store Settings

7 XenMobile @ XenApp /XenDesktop

Deployment Type® ‘ StareFront IZ”

StoreFront FQDN* |CT,‘(DDC.citrixIab.IacaI |

Use HTTPS

Receiver for Web Path* ‘/C itrix/StareWeb ‘

Single Sign-on Domain® ‘citrixlab ‘

STA URL™ ‘http:f/192.168.10.152 ‘

Done Cancel %

%42


http://192.168.10.152/

2% CITRIX

S| | #AE
7.

NetScaler VPX (1000)

FTJF NetScaler Gateway, Virtual Servers, #fiil State JRZ2& UP

L
192.168.10.145

N510.1: Build 126.12.nc, Date: May 13 2014, 07:39:11 nsroot

CiTRIX"

= NetScaler Gateway

Global Settings

Virtual Servers

User Administration

KCD Accounts

Policies
Pre-Authentication
Authorization
Session
Traffic
TCP Compression
Clientless Access

AppFlow

Dashboard ‘ Configuration ‘ Reporting Documentation ‘ Downloads ‘ o
# System ‘ NetScaler > NetScaler Gateway > NetScaler Gateway Virtual Servers 0|0 | H |
% AppExpert
[ add. | [ open.. | [ Remove H‘Amnn v‘ Search
#l Traffic Management
Name ‘ State ‘ IP Address | Port ‘ Protocol | Maximum Users ‘ Current Users
@ Optimization
wan.citridab.com @Up 192168.10.147 443 ssL o 0
#l Security

[reroe ]|

1-1ofl

8. | mdifRfFACHE

NetScaler VPX (1000)

N
192.168.10.145

N510.1: Build 126.12.nc, Date: May 13 2014, 07:

nsroot

CiTRIX'

=1 NetScaler Gateway

Global Settings

Virtual Servers

User Administration

KCD Accounts

Policies
Pre-Authentication
Authorization
Session
Traffic
TCP Compression

Clientless Access.

AppFlow

Dashboard ‘ Configuration ‘ Reporting Documentation ‘ Downloads ‘ o
| —
) System ‘ NetScaler > MetScaler Gateway > MetScaler Gateway Virtual Servers o | el | | |
L
% AppExpert
[ add.. | [ open.. | [ Remove ] |[Action -] Search
# Traffic Management
Name ‘ State ‘ IP Address | Port ‘ Protocol um Users ‘ Current Users
@ Optimization
wan.citrixab.com @Up 192.16810.147 443 sl 0 0
# Security Confirm | 1-1of1

Do you want to save th

figuration?
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2% CITRIX
4.5 fEH 10S W&F—RERKK

8 10S 5045, 25— 5% NetScaler #/5 F kR, T E R UCEFA RN, MRRTTEEIT
i | BiE
1. | f#/ ctxadmin &3 StoreFront g% #¢
/i3] C:\inetpub\wwwroot\Citrix\Store

lStore !IEI
‘-;(_;;v| . v ZHRES C:) - inetpub - wwwroot - Citrix + Store - b [‘i’]l 3 Store L]
N~ \BEFEF v HE - FEEUHE i @
g e - | 228 [ES = L]
" gﬁ | hpp_Data 2014748 3:02 ik
M = | bin 2014748 3:02 ik
<l BEmiagE | FHAgent 2014/T/8 3:02 itk
= E . subzcriptions 2014/7T/5 3:02 iFE
B2 s | Views 2014/7/8 3:02 prak=
gl Eﬁ || Global. asax 2014/7/5 3:01 ASKE 3T{ 1 KB
ﬁ EE || web. config 2014/7/10 19:04 COWFIG M7it 52 KB
a =K
M E,

2. | A FEAFT I web.config "
[ HrHhe o R

= TR R LT e
J #pp_Tata — ST web. config
bin REHER
. FHhzent
. subscriptions
. Views
Flobal. azax
. wab. config
#2 A fE A R @
|
[ IR R FRA TR () 3 B
MR E TS EALL - (AL web SRS MAEE
e |
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# | CITRIX

14k requireTokenConsistency, ¥ True ZHCA false.

Blveb. confiz - PHF
EHE YR E o HEEW EE0

Citrix. DeliveryServices. ResourcesCommon. WingWeb”>
<parametersr
</parameters>
<transformerChainRefs>
<transformerChainRef refid="null-chain” />
</transformerChainRefs>
</aggregatory
<global Transformers>
<transformerChainRef refid="global-chain” />
{/global Transformers>
</providerChainsy
</settingsGroup>
<{/resources>
<fwing
<resourcesCommon>
<resourcesWingConfizurations>
(resourcesWingConfiguration name="Default” wingName="Default” />
{fresourceslingConfigurations>
< /resour cesComman
<icaFileSigning enabled="False” certificateld="" hashilzorithn="shal™ />
<{icalaunchDefanlts templateName="" clientTy] ica3l”
<{resourcesGateways i c >
<gatewaysr
<{clear />

{gateway key="cB822%ec8-aled-497b-blaT-7245011004db” name="NetScaler Gateway”

1 iisreset A EE IS [R5

Microsoft Windows [H p
W (c?) 28807 Microsoft Corporation.

C:lserssctxadmin?
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2% | CITRIX

4.6 V5 A BE & NetScaler Gateway &8 R NXMEARAL

5.

B |t

fEF S, i\ https://wan.citrixiab.com /i 7] NetScaler Gateway .
FEDN NS N 3 SRR D Ot = R i

(€ )

‘ﬂ https:

an.citrixlab.com/vp

@ O~

& B © X |[ @ Gitrix Access Gateway

CITRIX" Access Gateway”

Welcome
Please log on to continue.

User name:

Password:

global settings

NetScaler VPX (1000)

Dashboard | Configuration

% System

AppExpert

Traffic Management

Optimization

Security
= NetScaler Gateway

Global Settings
Virtual Servers

- User Administration
KCD Accounts

# Policies

*/- Resources

Show Unlicensed Features

Reperting

Host Na
192.168.

NetScaler ) MetScaler Gateway » Global Settings

Q

)

*

]

Settings
Change global settings

Click to open { Yo settings

ange authentication settings

Intranet Applications
Create mappings to TCP applications in the secure network for the NetScaler
Gateway Plug-in for Java.

Intranet IPs

or pool of IP Addresses for use by all

To assign a unique, stats
NetScaler G nfigure Intranet IPs

Scaler Gate:

Clientless Access

Configure Domains for Clientles
Configure Clisntless A

[n] %] NetScaler fit & 7, 7E NetScaler Gateway, Global Settings #7333 fidi Change

Documentation | Downloads | &

OO0 | H

A\ Bookmark

Create links Share applications that you want

"/\( to make accessible on the NetScaler Gateway portal page

Intranet Domains
prevent c: between a client's remote network addressing and that
re qure Intranet Domains for each intranet network that

your clients may traverse.

_ Servers
:4 Bind/Unbind STA Servers to be used by the Secure Ticket Authority.
“In Bind/Unbind A ntroller URL,

Bind/Unbind Sharefile URL.
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Client Experience &£, # 3] Ul Theme, TFHisgsithik$ Green Bubble

NetScaler VPX (1000) Global NetScaler Gateway Settings
Dashbaard Configurati tat Download
Elie i I Gtossioh Network Configuration J Client Experience ‘ Security Published Applications e | s |
CDisplay HomePage  — FomeEPage 1 \
#I System URL for Web-Based Email ‘ | © |0 |H
@ AppBxpert Split Tunnel” [oFF =

Traffic Management Session Time-out (mins) Bo

Client Idle Time-out (mins) I

&

hare applications that you want

# Optimization

Plug-in Type* [Windows/MAC 05 X =]
0/ iy Clientless Access™ [Allow =l
= NetScaler Gateway Clientless Access URL Encoding® [ Obseure =
emote network addr
Global Settings e A R E e [Ty [=] | | pins for each intranet network that
Virtual Servers [Z] Single Sign-on to Web Applications
4l User Administration Credential Index” [PRIMARY
KCD Accounts KCD Account [ ]| ||the Secure Ticket Authority.
*- Policies [T Single Sign-on with Windows
* Resources [#] Client Cleanup Prompt
Show Unlicensed Features Ul Theme [ Green Bubble

[C] Advanced Settings

e

8. | FX &3 https://wan.citrixlab.com, & 3% FLH K& C 41554
LNV RER A TSN

) [ reviantitabompvonindesin @ P~ & B 0 X | @ ciri Accoss Gaoway x| |

Citrix Receiver Please log on

User name:

Password:
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S| | BAE

9. | Mdism, BIHTIF

Q https://uwancitrixlab.com)Citrix/StoreWet & O ~ @ C X || B Gitrix Receiver

D vWin7 - Desktop Viewer

10. | 7t PRAE A ETERGR ] SSL sk, 1T e AT

netstat -an

BN BER: C\Windows\system32\cmd.exe

soft Corporation.

:NUsersscyn>netstat —ang

&=
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BB | BfE

11. | ATRAE= S, FATH NetScaler Gateway [ VIP bk 8], fd I f+% SSL i%E4%
BN ETES: CAWindows\system3Fermnd.exe El@

iﬂﬁﬂm
.a:

LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
TIME_WAIT

SonooaoeEmeam
R aoeEaEm@

EEEBEEESEEEE

=
IR ®@

[y
==

L
3

oy INAArFY

ESTABLISHED

LISTENING
LISTENING
LISTENING
LISTENING
LISTENING

=
.~}
i

i
)

Zt, NetScaler it B K-

L i K R

HITH B2/ 44 T NetScaler 5 StoreFront FUEERACE , SZhr FIXFERIES & 52 T A= 4 .

ASAEBANLERLRET, THRSELENIERFI, EH L8 5 H T B

4.7.1 EREM:

1,

2,

3,

4,
5,

ML TFid 2 # Access Gateway 5 Web Interface 42, WAIEHS % =& BERT LLE L Web Interface &

SERAE AT LU NetScaler 5Ei%. {H StoreFront 5 NetScaler 4 4%, AIEXAZUTE NetScaler 158 .

[Ktt, NetScaler 5 AD ) DC 2 i fIHI%H R (35 11 389/3268 W20 Pl ,  LAFAE VAIENFA 52 & -

it EFHEFH)— %547 NetScaler FICE VIP/profile/session £& & Fisf g A[F, ILLEAFH wizard
T ER AR . A RFTT L E G IHBRE T, PO HBOAKR R f 2 2%, WORGEERIRE

W 1) U300 2 5 T BN N 58 o

NetScaler KA IR, — & 72— KIEH I SRIRAEXS R VIP |

W3 H £ & NetScaler, 132 GSLB, 7£ StoreFrot it & NetScaler Gateway I}, SNIP i H

B . AL ¥ SNIP S T #6 HY il # .
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6, UbistE HiE T NetScaler 5 StoreFront £y XenDesktop AZ%5, R & MRS ik
XenMobile HI411F, FHET-5hE)2 profile/session policy. Bi# 78 & Akl %3¢ App Controller.
7, &N NetScaler 5 StoreFront 2 [HJH B A MMENTIER, E A ST,

4.7.2 H WER:

1. Cannot complete your request/JGi2: 58 G 15 3k

7E NetScaler 5 StoreFront &AL E F, X MR LA ZBERN . FEXAN S RRNEGREZ, WHE

A ULR LA

a. £ StoreFront %€ HIEAIERI % 77 576 NetScaler %5 i) Single sign on ) 8L 5 & STk 8

R4 AL A — 5

b. Callback X/ FQDN, 7 StoreFront [ ASGEIEF fi#HT .

®© o o

NetScaler A~ e IEAffig b /7 B i € 1) StoreFront ] FQDN.
NetScaler F StoreFront/DDC 2 [A]3# 13 [1) 7] &5
NS IR S ABIE S JE 3

2. fHiHi0S %, H—UCFRERM, B receiver J& F 5 H & W o

o oo p

HegE TR

1t StoreFront EHL L, EALF c:\inetpub\wwwroot\Citrix\<your store name>\
F U g 45 98 web.config (& Ui 548 DL — i M SCPRHE 4 )

714k requireTokenConsistency, # True {52 false.

EmAAT, BN iisreset, EJH NS 5%,

1. FfhHE AN StoreFront HEEEHINHE, B 7 7 F& Windows A< & [ App/Sys FhHEZ 4, i&fF —4
Citrix Delivery Service FHAZ T DMEA . B HISBON AR S FE S, JUIAEHRE — s b
i, 4N “Cannot complete the request” i @I % A H .

= | Windovs BE
o mEE
i ®e
| Setup
| Rt
RS
5 (7 GRS BT
v | Citrix Delivery Sarvic
] Internet Explorer
is | Eoy Managenent Service
[+ Nicrosoft
is | Mindows PowarShell
RS 1t
Ry

| 2278 | IR L2
E;#Eﬁ -~ 3BfF 105 Citrix Receiver for Yeb

2 |wEes |

CitrixAGB asic SRFEAcEN,
Citrix.DeliveryServicesClients Authentication AG AGAuthenticatorException,
CitrixDeliveryServicesClients Authentication, Version=2.1.0.0, Culture=neutral,
PublicKeyToken=null

BREEM): Citrix Delivery Senvices
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2. IS log AE KRB KIE R StoreFront b, W—E<fE IS ERE Nidsk. 1/ Excel T H& F 5
FHE, T T e R E S R

M@ MEw AR

B 12 |8 o
W i
e et | ERITERE 115 7 v BERLERERRSR
) BIFRER —BREE O
=& bl B -
B4 Default Heb Site = =
:‘P AGServices B
_ aspnet_client M)
[#- | Citrix - . —pn
:‘P Director I'ﬁ'3c _I BREFIR S I
BF )
I%System]]rive%'\inetpub'\logs'\LogFiles S E.
A (E):
|rr-g =l
BENERNES
iHE 115 ARSI HRGE.
& HHC:
l&x [~ |
C B G2 @)
O TRIEHRRENE W
W R E T i s SRR W
3 (| [owndE] - naEns




2% CITRIX
77 i A

= i S
XenDesktop 7.5
XenApp 7.5
XenServer 6.2 SP1
NetScaler 10.1
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